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Why a new HHS ID badge?

Issuing the new HHS 1D badge (PIV Card) is part ofa process implemented to
ensure that Federal buildings, praperty, individuak, [T systerms and dafa are
protected.

Homeland Security Presidental Directive 12 (H3PD-12) Fe Bha

requires that all Federal agencies use a reliable,

commonly accepted form of government identification ".",FS, e

for Federal employees and contractors to reduce identity ﬁ E
n

fraud and improve security through a standardized HIAKE
pracess. The news HHS D badge will serve as the lExa
common government identification for all HHS agencies. HIH

The process for obtining an HHS D badge, called
Persanal dentity Werification (PIY), includes the steps
taken by an applicant to requesta badge, verify an
applicant's identity, and register; issue, and maintain the
ID badge. To obtain a badge, the applicant's personal
identity rmust be verified in accardance with HEPD- 12 PIY requirements. All
Federal employees, contractors, Commissioned Corps Officers, and other
organizational affiliates who require access to government facilities ar
information systems are required to have an (O badge that:

m |5 issued based on sound criteria for verifying an individual's identity

|5 strangly resistant to identity fraud, tampering counterfeiting and

terrorst exploitation
m izan be rapidly authenticated electronically
m |5 only issued by providers whose reliability have been establiehed

The |0 badge will allow the applicant to enter MIH facilities and access
information systems. It will also simplify access to other approved Federal
buildings and information systems.

How do you get a new HHS ID badge?

The PIV Process and your ID badge

As part of Federal government requirements, MIH conducts a background
check on you {whether you are applying foran 1D badge for the first time or
your badge is being re-issued) to determing whether yau will be allowed to use
the buildings and access the information necessary to do your job. The personal
information provided on your background investigation form, along with
information from your hiringfsporsoring office, will be used to verify your
identity, create your [D badge, and create a record that you have been issued a
badge.

Mational Insttutes of Health
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The Objectives of the PIV Process

m Ensure that individuals ssued an |0 badge are who they claim to be.

m Ascertain that individuals ssued an D badge are not known terrorists.
m Determine that individuals issued an |0 badge are suitable for Federal
emplayment ar meet the requirements to be employed as a Federal

Contractar,

The Steps in the PIV Process
Fallows these steps ta abtain your HHS D badge:

Step |. Sponsoring the Applicant
HEPD- 12 requires all Federal employees and contractor-employees working at
MIH be sponsared foran HHS 1D Badge.

. The Sponsor (usually an Administrative Officer ) substantiates that you
need an HHS D Badge (Pl Card),

1. The Sponsar enters your infarmation inta the MIH Emplayee
Directary (MEDY, including a request taissue yau an ID Badge. When
you show up for your fingerprinting appointment, the Division of Per-
sonnel 3ecurity and Access Control (DPSAC) s@ffwill confirm your
sponsorship and proceed to fingerpring you.

Step 2. Angerprinting

Arranging Your Angerprinting Appointment
Choose from three options 1o be fingerprinted - Pegse roter rew Federal
erplorees are fingerpinted a5 part of their Entrp-Cn-Oaty (E00) draining
I. Make anappaintment
m Contact your Administrative Officer (4O to schedule your
appointment anling.
m  Stop by the DPIAC Office (Bldg. 31, Rm. | BO3).
m iZall the appaintment line: 301-434-0051 (Hours: 3:00 a.m. - 400
p.m.).
1. Same day service
= Zign up starts at 700 a.m. in Bldg. 31, Rm. [BO3.
m  Registrationwill be limited ta the first |4 peaple wha sign up.
m Service B available Monday through Thursday from 2:00 - 400 p.m.
m  This service & not available on EQD days (the first Monday of
every pay period).
3. WWednesday evening valk-in hours
m  Evening hours are from 5:00 - 3:00 p.m. in Bldg. 31, Rm. [BO3.
m o sign up is necessary.
m  Everyone who arrives before 500 pom.will be processed. Seating is
available in the cafeteria to accommodate yau while you wait,

(Continued on nect page..)
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The steps in the PIV Process (cont'd)

On your appointment day:

Bring these documents:
I. A completed HHS 1D Badge Request Form, Section A,
2. Two forms of acceptable identification (one must be a Federal

or Stte-gsued photo 1D (see table onp. 1)

Complete the process:
I. Persannel Security will take your fingerprints.
2. Personnel Security will initiate your background investigation.

5tep 3. Background Investigation

Watch for an e-mail alert about e-QIF titled “DF5AC: Background
Investigation Initiation.”

e-QIP is the Electronic Questionnaires for Investigations Processing. A link to
this secure website, which allowes you to camplete your persannel investigation
forms online, will be e-mailed to you soon afteryour fingerprinting session.

m  Complete your e-Q1P and additional required forms within ¥
business days and print your e-QIP Signature Form
as directed.

m Tocomplete e-QIP you will need employment, education and
residence history as well as persoml references. Cnce you've
campleted your questionnaire, gota the bottom of the lastscreen
and Click the buttan " Release RequestTransmit to Agency.”

m  Foreign national applicants without a social security number must
complete their personnel security investigation an paper forms.

Waur AC will advise yau an which of the fallowing forms you will need to
complete and sign:

m e-QIP Signature Form

m  Background Investigation Form (5F S5, SF35F) or 5F o
m  OF 306 — employees and cantradars

m OF&12—employees only

Sign the e-QIF Signature form and any other required forms and deliver only
signature pages to Personnel Security in Building 31, Room 1603.

5tep 4. Obtain Your Mew HH 5 ID Badge

¥Watch for asecond e-mail tiled “FERSONNB. SECURITY OFFICE-HIH
BADGE AUTHORIZATION.”

After your fingerprint check, Personnel Secorty will notify you by e-mail that
your badge is ready for pick up in Bldg. 31, Bm. [BO3.

Matonal Insttutes of Health
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Applicant Responsibilities

As an Applicant, you have certain responsibilities as the holder ofan HHS D
badge that include, butare not limited to the following

m  Cooperate fully with the P Process to obfain an 1D badge.
m  Danatattempt ta clane, modify, or obtain data from any ID badge.
m  Protect and safeguard your 1D badge.

m  [fyour|D badge is lost orstalen, you must report the mising badge
to the Division of Personnel Security and Access Control (DPSAC)
and your Administrative Officer (4O within 24 hours of noting its
disappearance. Tour D badge will be disabled and you will have to
apply for a replacement. (facilityaccess contral@mail nib.go).

m  [|fyou become aware of any violation of these requirements or suspect
that your |D badge may have been used by someone else immediately
report that infarmation to DPSAC (301451 -4768),

®Tou must requesta news |0 badge within 30 days of any change that
ray affect the ability to determine that you are the individual
associated with the badge (e.g., name change). rou must provide
documentation shovwing the reason forany such change where
applicable.

m As part of the MIH exit process, you are to return your [D badge to
your ACHon your last day of employmentat MIH or upon expiration
of your authorized access to MIH facilities andfor T systems.

m Do notattempt to assist others in gaining unauthorzed access to
Federal facilities or information. Accept responsibility for the
whereabouts and canduct of all persans whom you have signed in
(i.e, authorized admittance) to MIH facilities.

m  [Donotdisclose or lend your IO numberandfor password to someone
else 1o gain access to MIH T systems. This informatian & for your use
anly and serves as your electronic signature. Wau may be held
respornsible for the consequences of unauthorized access or illegal
transactions resulting from improper disclosure of ID numbers?
passwards. Yoo will receive further training an your resparsibilites
far using MIH T systems.

.5, Department of Health and Human 5ervices
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Privacy
Information protection

Protecting persanal information is of paramount impaortznce to MIH. Infor-
mation collected to conduct your background investigation and to issue you

an HHS 1D badge is protected by the privacy controls specified in Federal
Information Processing Standards Publication 201-1 (FIPS 201-1 as well as
those specified in Federal privacy laves and palicies {including but not limited to
the E-Government Act of 2002, the Privacy Act of 1974, and OMB Memoaoran-
dum M-03-22, as applicable). The MIH will ensure thatall Applicant records are:

m Secured against unauthorized access.
m Accessed by only those whose official duties require such access.
m Stored insecore faciliges.

Access to your background investigation file

Tou have the right to requesta copy of your background investigation file.
Direct yaur written request to

COPM, Federal Investigations Processing Center

Post Office Box el

Boyers, PA 16013-0615
Tour request mustinclude your full name, social security number, date and
place of birth (City & State) and your signature.

Appeals Process

If you are denied an 1D badge because you are unable to prove your
identity

[fyou fail to provide authentic, approprate identity source documents to prove
your identity, MIH will not issue you an (D badge. The MIH has the discretion to
issUe you a one-day visitor badge or can require you to leave campus. If you are
izsued a visitar badge, you must follow MIH's palicies and procedures for
wisitors.

The MIH will give you a reasonable number of opportunities within a reasonable
amount of time to provide DPSAC with authentic, appropriate identity source
documents. If you fail to provide these documents, DPSAC shall notify your AOC
that you have failed to comply with the PPV requirements for identity proofing.

Mational Insttutes of Health
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If you are denied an 1D badge as a result of your background
investigation (i.e. suitability adjudication)}

(1} Appeal Rights for FEDERAL SERVICE PIV Applicants

Ifyau are denied an 1D badge because you are found unsuitable for Federal
employment as a result of your background investigation, and MIH withdraws its
offer for employment or removes you from Federal service, you have the right
to appeal. The appeals pracedures at 5 CFR Part 731, Subparts Drand E
(suitabilityd; 5 CFR Part 315, Subpart H (Prabationary Employees); or 5 CFR
Part 752, Subparts D through F (Adverse Actions) will be followed depending on
your status of Federal employment (i.e, whether you are an applicant,
appointee, probationary employee, or tenured employee). Federal service PIY
Applicants may dispute this action using applicable grievance, appeal, or
complaint procedures available under Federal regulations, HHS directives, or
collective bargaining agreements (if you are covered).

Foradditiona information, consult your MIH Human Resources office.

Commissioned Corps officers shall follow the procedures issued by the LLS,
Public Health Semice, Office of Cammissioned Corps Cperatians.

(1) Due Process Rights for CONTRACT OR PIV Applicants

If MIH officials adjudicating your background investigation determinge that you
are not suitable to be emplayed in the current arapplied-for contractar
position due to unfavorable information uncovered during your background
investigation, DP3AC shall give you written notice of the determinaton. The
notice shall state the reasans for the unfavarable deckion inform you of your
right to respond to the notce inwriting inform you of the time limit for your
respornse, and provide the appropriate address inwhich to direct your response.

Should you wish to respond to the determination in writing your response
should include documentation that addresses the validity, truthfulness, andfor
completeness of each reason for the unfavorable determination listed in the
notice,

MIH officials will review your response and supporting documentation for a
reconsideration of the initial determination. Cnce complete, MIH officials will
provide you with a written deckion that includes the reasons for the decision.
This reconsideration decisian is final.

[fyouare a Contractor PIY Applicant, the Federal government is not
respansible far paying you while you are notwarking an a contract with 2
Federal Agency. The Agency's denial of your ID badge daes not prahibit the
contracting company from employing you elsewhere.

.5, Department of Health and Human Services
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ID Badge Reissuance

auwill need to have an D badge reissued if your badge is expired, lost,
damaged or compramised. Vau will also need an 1D badge reissued due ta
change in your legal name, type of security clearance, oraccess privieges to
MIH facilities or information systems.

Please note that all MIH employees and contractors will be required
to meet PIV requirements and receive a new HHS ID badge.

If you require a reissued |D badge for any reasan, you must undergo the entire
PIY registration and issuance process. An AQ is required to initiate the PIY
Process. A new background investigation and fingerprintng will not be required
if you already have the appropriate investigation on file. If you do not have the
required background investigation an file, DPSAC will initiate the appropriate
investigation.

Where to go for help

The MIH H5PD- 12 Website
For more information on the MIH PIY Process and getting your HHS (D badge,
visit the MIH HIPD- 12 website at: httpifwosne [DBadge. MIH. gow.

Contact Us
The Division of Personnel Security and Access Confrol office (DPSAC) is
located on the MIH Bethesda Campus in Building 31, Room | BO3.

DPSAC Hours of Operation:

m F00am. to 500 p.m., Monday to Friday.

m  Evening Hours: vy ednesday firom 5:00 p.m. to §:00 p.m.

m  Zame day service: Monday tao Thursday from 2:00 pom. to <00 por.
(excluding EQD Days). fame day service sign-up beging at 700 a.m.
and is limited to the first |4 individuak who sign up.

For questions about backgraund investigations, please confact DPSAC's
Persannel Security Office:

Helpdesk: 301-402-9755
Appointment Line:  301-424-0051
E-rvail: orspersonnelsecy ity mail.nihgoy

For questions about your |0 badge, please contact DPSACS
Access Control Office;

Helpdesk: 301451 4748

E-rinail: facilityaccess control @ mail.nib.goy

Mational Institutes of Health
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Frequently Asked Questions

What is the new HH 5 ID badge?

The new HHS |D badge is part ofa system for protecting Federal buildings,
building occupants, computers, applications and dafa. It is secure and reliable
because it is your verified identity and it is extremely hard to fake, change, or
duplicate. If you are a Federal employee or contractar-employees who currently
has an MIH 1D badge, your new HHS 1D badge will replace it

Why do I need an HHS ID badge to access MIH faciliies and systems?
In August 2004, the President issued Homeland Security Presidential Directive
12 (HEPD- 12y Palicy fora Camnion |dentification Standard for Pederal Eraplay-
ees and Contractors, requiring all Federal employees and contractor employees
to replace their current identity badges with the more secure Personal ldentity
Werification cards, known as the HHS 1D badge.

What information is stored on the new HH 5 ID badge?

The badge displays a printed picture of your face, your full name, Agency, badge
expiration date badge serial number, and a Federal Agency smart credential
number that uniquely identifies your Agency and you. The badge also stores a
personal identification number (PIM), a unique identifier, an authentication key,
and two electronic fingerprints.

How do | apply for an HHS ID badge?
ouwill be notified to apply for your badge, and your AC or supervisor vwill
help you determinge the next steps.

What happens when | use my HH5 1D badge?

hen you show your badge to an authorized person, or swipe or insert your
badge into a reader, your identity will be verified. A person will look at the
picture anyour badge and compare it to your face. The readeralso will
compare the data stored on the badge to the database of badge holders.

(The maching may compare the fingerprint stored on the badge to your actual
fingerprint) ¥When you gain access to MIH facilities or systems, your information
is validated to ensure you have proper authoriztion.

I do not want everybody reading my personal information; who can
see this information?

The only persons authorized to see your personal information are personnel
security, suitability and investigations professionals who have been investigated
at the appropriate level and whao have a genuine and demonstrated need far
ariess to the infarmation.

.5, DeEaﬂm ent of Health and Human Services
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Frequently Asked Questions

What happens if | refuse to provide some of my personal information?
The background check is a Federal government job requirement. Providing the
infarmation & voluntary, but if you choose not ta provide the required
information, you will not meet the requirements of the job and will therefore
not be considered further for employment with the Federal government If you
are already employed by the Federal government, your appointment will be
terminated. The courts have upheld this princple.

If an Applicantis denied an 1D Badge, what steps can he or she take to
appeal the decision before a permanent denial is issued?

The MIH will notissue an ID badge if the Applicant has been found unsuitable to
receive or maintain a badge, orif the Applicant is unable to provide authentic
identity source documents to prove hisfher identity. The applicant may appeal
the decision first to DPSAC, then o the RIH Appeals Board, and finally to the
Office of Persaonnel Management (OPM). The decision by OPM is final.

Who will see my inform ation?

Infarration about you that we collect to issue you an D badge and operate the
program is considered a system of recards subject to the Privacy Act of |974, 5
IL5.C. § 552a(b). The Act permits MIH to give your information to: the
Appropriate government organization if your records shovw a violation ar
potential violation of las; to the Department of Justice a court, or other
decision-raker when the records are relevant and necessary toa lawsuit; toa
Federal State, local tribal or foreign agency that has records we need to
determing whether to refmin an employee, continue a security clearance, or
agree 1o a contract; to the Office of Managementand Budget to evaluate private
relieflegislation; to MIH cantractors, grantees, affiliates or valunteets whao need
access to the records to do MIH work and who have agreed to comply with the
Privacy Act; to the Mational Archives and Records Administration for records
ranagement inspections; and to other Federal agencies to notify them when
your badge is no longer valid. HHS may alsa give your information toa Member
of Congress or to congressional staff at your written request The full system of
records notce with complete descrption of routing uses was published in the
Federal Regiter <httpifwnann gpoac ess gavifrlind ex html=

For more FAQs, please visit http:/www.IDBadge.NIH.gov.

Mational Institutes of Health
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List of Acceptable Identity Documents

{One of your identity source documents must be a Federal or 5tate
governm ent-issued photo 1D.)

List A: Documents that
Establish Both ldentity
and Employment
Bigibility

List B: Documnents that
Establish Identity

List C: Docunments that
Establish Bmploynent
Higibility

.5, Passport fmwexpired or
expired)

Pentanerd Fecidert Card or
Dlieh Fegistration, Fuec eipt
Card (Fomm [-551))

Oy mespired foreisp
passport with a termpor e
L5351 stanp

Oy mespired Erployrnerd
Dorthorization Do onrert
that coritaihe 4 photogTaph
(Fomn 766, I 683,
L6834, IG33E)

Dyomespired foreign
passport with an
e xpired Lrrival-
Drepartare Fecord, Foon -
04 hearing the came hane
ac the passport and
copitathiig at
ervdors exerd of the alien’s
Tunitrenigrad ctabie | if
that stabie anhorizes the
alier to vords for the

anployer

Drivrer's license or I card
izmied ber o State or
oyt possescior of the
Thnited States prowdided it
coritaite 4 photograph or
irfommation nuch as natme,
date ofbirth, gerder,
height, eyre color and
address

ITr card issied by Federal,
State or local gonremim erd.
agercies o erdities,
prowided it cordaine 4
phetograph or dtonation
ach as nath e, date of
birth, geruder, height , e
color and address

School I cand with a
photogrph

Wioter's Tegictration card

.5, Miltary card or dratt
Te cord

Dlilitary dep erderd's T cand

.5, Coast Graard hlerchard
Mlarmer Card

Matiere faterican tribal
doonmert

Driver's licens e ismied bor o
Canadian govemratert
axthoritye

Fuor parsons under age 18

whe are umnable to prefent

documvend Bisted ahove:

Schwool re cord of Teport cand

Clinic, dactor o hospital
T cord

Drgpr-care of roms eny school
T8 cord

T.5. social senmity card
izmzed b the Social
Senmity Adminictration
bl tham a cand shaking
It 15 vt valid for
awplaym o)

Certific ation of Bith Shrooad
izmzed by the Dep artn erit
of State (Fiewm FFI9T o
Fvan D% 19500

Original or certified copryr of a
birth certific ate icoed tor
4 State, conmiby, rromicipal
atthority or ot bring
poscescion of the Tt ed
States hearing ah official
il

Hatinre Savericar tribal
donnrert

.8, Ciizen I Card (Forre
197

I Card for use of Fesident
Citimery i the Thited
States (Fmw L1700

Thuezpired e ploprruerd
athorization do omrett
issed by DHE (ot
Hum tuse lsted weudoy
List 4)
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Fersonal Identity Yerification

For more information on the
Personal |dentity Verification process
visit:

http://IDBadge.NIH.gov

.5, Department of Health and Human Services
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